
Ҡᴥ ổҥֿב Ԋזּ ᶡ︠ ᾜ  

 

 



Ὕ  

Å ɋɋ︢ ѴԀԉ҆ҭѧ￼ỦỴҦ  

Åẵ᷃ɋɋҞᶾ￼ỦỴҦ ᶃ῟ 

Åἇᶋɋɋԋ҈ἇ҅￼ ễ 

Å ɋɋṵ ᾟ љԅᶟ ᵀ 

 



ɇִי ѳӿԈ҅ҬѦַײ ổҥֿב 



ᶼᶁַײ ḟԄ ג ⱶᾃ֧ ᵘ   

ʃ ŀŀ ֘ ₵ʄЇ2016 7 10 a 

2012 ̇2016 ң ₯ 



ᴯ ѥᶊᾼɇḟᶽɎ ᴇ ɏỨ⁴ἨַײѳӿԈӮ⸗҅Ҭ 



ӏѝḄӌ  



צ ԛ  צ



ᾃ֧ ᶴ 

≡ῶ0day ּה ≡ῶӔּז◖╓ι≡ῶἅҪҨѭ ֹ￼  ṇḒҪ￼ ֬ ￼ἩṬι 
≡ῶἅҪỳ ֹ￼ ￼Ӑў ιἅҪᴱ ֹ҃ῳ ᴅ Ῡ￼ỦỴҦ  



ÅѭҜѱҝҝӘ ḅ℅ ᴅ￼ỦỴҦ ιṏᴵҨᾢ֨ԋ

ᶢ ᾼό 

Å Ḡԅ ⃰ᶈἄѭ ѦѮ  

Å Ḡԅḍ ⃰ᶈἄѭ   ớḍ  

 



Ӡ ḟԄḌ ởѬ῞ Ḍ α1977~2006 β 
  ֶ јṰ₦Ҿ αҼח ◓Ᵽᾃ֧ҲἝӿ–ᴥẓᶣβ ᷿Ὸרᾙ αח ᾃ֧Ҳῖβ 

ᴿӏᾃ֧ᾛ Ҩ ֯ ᶂ ҳΌεѣҳἇ҅ζ ᶂ Ҩ ֯ 
ᾃ֧ᾛ ҳἾԀε≡ῶἄⱦ￼ Ѯᶂ ӌ ι ᶃҡ│ᶂɒҀɓ⁄ ζ ҳΌεῶד Ḿἄⱦ￼Ṫўӌ ζ 

ᾩ ᵔῙ 1977-1981ẉ 2006-2010ẉ 

ҙᵓἋԃ Ҩ ֯ ֓ ⸗ṪҚᵔ ҳΌ ֓ ᶂ ֓ᵙừἵ ‗ 
Ҩừἵᵙ֓ừ ᶟ￼ ҭᵙ њḲι ῶṪўίֺᵙ⁄№ᵸ￼

њḲ 

ӏѝ֜ᶴ ᶺ ׁῼәḻᵙ ι⁄ᴦẔᶤừἵ ἇᶋ ֺ ҽᾘᵙ￼⅜פֿ ҳΌ⁄ ᾼừἵ 

ᴾᾛ ᶴἋԃ 

ҳΌχ2‟F-4 ờẪҨ12‚MK82֟ ♆ẵ- ♆⁄ᴦẔᶤӬ Ṫᶊψ
10‟F-4- ֨ҳἾԀH-3 ֓ᶢᶊ  
Ҩ ֯χ2‟F-4EεSζ-әḻүחψ8‟F-16Aε Άώӗζ 4‟F-
15A 2‟F-15B 16‚MK84♆ẵ- ᴦẔᶤ 
₩ὉᾉấᴦẔᶤ 
⸗ṪҚᵔῨ ҳἾԀԋ Қᵔ 
Άχἇּצᴌῐᵙừἵ ѧז≥  

ᶂχ 
ɒ ɓỦỴҦ  
ᵙίֺӌ  

₩Ὁᾉấ Ọ ᵙίֺӌ  
Ҩ ֯: 
ɒ⅜ΎɓỦỴҦ εעᶫ ֝ᶵζ 
 

ᾇ ₦ ἔ֨ồ ι֝ᶵῼ ι ṭᶽ ╦ ᶽι  ᶶט  
ᵕῼ ι Ḿ֓҆ἔ֨ ӉιӇ῭ז ֝ ј ḧớᵅ‛
῭Ӊ 

ở῞ 18Ѧῴ₩Ὁ ι2‟F-4 ờᾢ֨ᶕ⅓ι3ᵄ ᵔ ҏ  ѣӈỞ үῼι ҃5ẉ￼Ὑ Ầᴧᵙᾡ  

┌  Қד ד֓ ד ᶵד ừἵ Қד ד ừἵ 

₢ҽᾇῺ ᴦẔᶤ ♆⅓ι ҃│ᶂӗẔᵬιҳἾԀ⁄№ᵸ ֮⇔Ѱ ◐ 
Ṁ 1000ᴶ 2000ᴶ Ọ  ι ῂ│◑ №ᵸ ∂ι֡Ѷ⇔Ѱ
ớ ◐҃ҳΌ⁄№ᵸ ֮ 

ₐᵷᴴҧῑ ᶹ ẓ♩ᶪַײṝ ҠⱳᵗᵔῙở῞ַײ ẘΎּזεḛҩ₦ԍңₐᵷ Ήҷ Ҏ ԏῶ ᴣẦᴧἄ ι ֮ᵙҽ Ẉᴶ
ѼῶỄᶽ￼ּוғᵙ ἄ ι №ᵸ￼ἄ ῗῳӉ￼ ᵙᶿ №ᵸԏῶ ẂӉ￼ ᵙ ἴἄ ι ҽ №ᵸ ￼ἄ ֱῗ Ẃ ￼ Ởѳι
Ἅῶ№ᵸ￼ἄ Ύ ῳִ ῗ ￼ιӇῗ №ᵸ￼ї ẙῳồιԎ₭ῗ №ᵸιῳᵅῗҽ Ẉᴶ ððMaren Leedε ᶂ ֓ᴠ ζ 



ᾃ֧Ԋ ᶡ︠ ᾜַײở῞їᾘі α2006~2015 β 
  ҅Ҭ ѳӿԈᴩ⸗ ᴨᾃ֧҅Ҭ 
ѭ ᾃָ֧א  ҳΌ⁄Ṫў ᾼ ѴԀԉּדכ  

Ԋ ᾃָ֧א  

Foolad  Technic Engineering Co ε ԇᴻѭҳΌṪў ᾼּוғ
קט ζ 

Behpajooh  Co.Elec & Comp.Engineering εẦᴧṪў קט
ζ 

Neda Industrial Group ε ԇᴻѭṪί ᶟώӗ  ζחῸקט
Control -Gostar  Jahed Company εṪў  ԇᴻζקט
Kala Electricε ԇᴻῗ ╟ Ọ  ᶵѮ ӗẔᵬζ 

ѴԀԉῳᶽ ᶋᶢ Ᾱ└ṉ ᶋ 
ѴԀԉ ўԇᴻ 
ѴԀԉ ᵬ 
ѴԀԉᶂῶּדכԇᴻUKrenergo  
ѴԀԉTBSּכ ᴶ 

ӏⱴָא  іӈ εWindows WinCCζ PLCίֺ PLC הԇ εWindows ζ іӈ εWindows ζ 
ởᵄῺ ᶽᶽả ҃ҳΌ￼⁄ ֮ ѴԀԉҳє -ậԉ ᷀ᾹԀᶊתᶽ ӯּכ 
–ịᾃ֧ᴜⱣ Ӣᾡ Ọ ᴙדᴠᾭ Ӣᾡ Ọ  Ḓ ᴠᾭ ίֺSCADA ὶї ᾸּכὝҧ 

ӓⱴ╩∕ 

MS08-067εRPC Ἒ ◖╓ζ 
MS10-046εồὰΆẪᾰҭ ‘◖╓ζ 
MS10-061εἔᴍ ᵅᴶ ẑῸח◖╓ζ 
MS10-07εԓ⁄₩Ẫ ט ẑ◖╓ζ 
MS10-092εүח ֮ ẑ◖╓ζ 
WINCCᴭҧ  

῾ᴧא 

ᾃ֧ԃᴬ 
USBᾌ■[24]  
ҚᵔₔԄε꞊╜ζ 

ҭᴧ ṾῶỦỴҦ ḣ￼ᾰ⁶ 

׀ Ӡ ᵘ♩ᶪ  ᴵ љDUQU FLAME[19][20] ԋ BlackEnergy ἔ֨ ӌ 
јὔֹ ẙѤḸ￼זḸ ίֺӌ  Ḿ⅝ ᴅ 

ổҥֿ⁴בᶑ ֘ ᶽѤḸ￼₩ᶒӌ ιԏῶ ẙ￼ᶶּזớ ₩ᶒӌ ιԏῶᶶּזớ 
Ἅ֪ῷ ￼ ḸιᶶזẶẙ￼ ᶊ ג ⅝Ḿ ֺ זּ ᴅι῏҈֫‘ 
ᾎḓ ᵃ ּזѕѦѮ╙ᴔᵬᾭḔ ᵄ ῾ӔּזᾭḔ ᵄ 

ᾃ֧ở῞ 
Ầᴧἄ  
ἴἄ  

Ḿ Ӊ 



Ẵ᷂ɇɇҝᶽַײ ổҥֿבᶂᾼ 



⁴σ ổҥֿײַבᶵῢẘᵘṩ ⁴ἵ Ὕ׳ 

ⱴ

BIOS

MBR

VBR

WINDOWS ┼

Windows 
OS Loader

Windows Kernel

Windows Logon

Fanny
2008-2011

DoubleFantasy
2004-2012

TripleFantasy
2012- א

EquationLaser
2001-2003

EquationDrug
2003-2013

GrayFish
2008- א

Їᶕ

ᴌ

MSNADT.EXE

MSDIRECTX.EXE

INSTV3.BAT

MSCFG32.DLL

UNITAY.DLL

MSNDSRV.SYS

MSSVC32.VXD

INSTV4.BAT

MSCFG32.EXE

MSCFG32.DLL

MSCFG32_KS.DLL

INSTV4.BAT

HRILIB.SYS

MSNDSRV.SYS

NETVT.SYS

DESERTWINTERD
RIVER.SYS

ntoskrnl

ꜚ

nls_933w.dll
ᴌ

∩ ꜠ ꜗ

win32m.sys

┼

ᴌ

ᴌ

Ὺ

꜠

ᴀ

VFS

Ḫ

ꜘ Ỵ

═

/ ᴌ ᵲ

ᴌ ḷ

C&C Ḫ
-----------------
Win Sockets

WinLnet
WinHTTP

API

ᴌ ...

Ḫ Ὺ ⅎ Rootkit Ḫ

Ὺ ỴC&C Ḫ DNS

SVCHOST32.DLL

SVCHOST32.EXE

☼╗‾ 

  ֶ Ᾰ ᶚ

ךּ ԓḕ

Hook Ntdllѧ￼֩ᾭ

₩ὉDLLז ΆẪι
ז ԓḕᾭὯ

ᾣ ᾰҭט

ᾢ֨WinCC

RPC◖╓ ώ 

ἔᴍ Ὸח◖╓

ồὰΆẪ◖╓

Win9x/ME

WinNT

ҽᾘ

mrxcls.sys

᷂

mrxnet.sys

֧

ᶂ○ַ֪ẫ σḠᶾ ḾStuxnet ᾢ֨Ṫўίֺ ҆

ҭ￼ ᵀἵᵓ Flame ‒῞ ֪ῷἒᵒ ᵘ ᾛ

ẩ Ҭוḷ ꜝ֪ῷ ε  A2PTᾃ֧Ѧַײ ổҥֿבṩ

⁴ṯ ᶇ֠ױѓ ҥָֿﬞבѓ ⁴  



┼σᶀҬјἵѯצ 
ổҥֿ҅בҬ ᾩ  אָ  ᶴ ᾃ֧ᴜⱣ 

CIHꞋ₥ 1998 ᴿ  Ѯ― ᾝ Ѯ―― ḕӴᵸᵸѧ￼BIOSιṀ Ѯ―ῂ│ṪӐ 

 2010 Ḓ S7-300/  S7-400 PLC 
PLC ї ỦỴ ᾡ￼ ỗ ιẬ ί ᶵṪӐầ
ẂιṀ ί ᶵὫ⅓ 

ᾛ ẩ 2015 
10ӎ јᵃᵝⱲ ᶚᴺ￼ χץ
ὐѕῐ ᾭ Ṹὰ ὂ Ѡ
Ҩᴣῄ  

ᶁҭ ᾡιỦỴ Ҧ Ӵḕᶈ ￼Ӡּתפ
ḫאỦỴ ẑ￼ ḾἰẂאιḫפּ ᾝ ᵙẪ
קὙѰ￼ק  ד

ѳӿԈ⸗ ҅Ҭ 2015 ѩᴭ-Ҩᶿ Ὥ ԋ 

ᾢ֨ ֒҃ᴪּכ ￼ԋ ớ ᶵεѩᴭ-Ҩᶿ Ὥ
ԋζᶁҭ Қᵔῂ│ ᾛӐ ᶵι Ҩἐ

ΆẪίֺᾸט ᵸιֺ ả ᾛӐҚᵔỠᶶּכ
ṪӐ 

Mirai   2016 ᾋӵ  IoT ᶵ 
זַּ ᶵᶁҭ֧ᴔ ᴺᴭҧι︡ẹẊỵ… ᶵᶁ
ҭιᴧ DDoSᾢ֨ 



ὔֹσ ἷҦӋײַ  

ᴦפᾎὊ ḓ ה   

0x42αBβ ▐תỵ…︠ ιֵ  

0x4AαJβ 
0x92αїᴴᾶḓ β 

ֳấᾰҭ 

0x44αDβ ֒Ԅᾰҭ 

0x56αVβ 
0x95αїᴴᾶḓ β 

Ἒ ᾰҭ 

0x53αSβ ᴨᾰҭᵻҽ 

0x4BαKβ ᴨᾰҭὝ  

0x60αɋβ ᾠ ᶽ ӡỤᵻҽεԏӌẪ ї ζ 

0x70αpβ ῭Ὰ‾  ӡỤ 

0x75αuβ ῭Ὰ‾ sleepῊ ιẊ Ὰᾠ ӡỤᵻҽ 

0x76αvβ 
0xA 2αїᴴᾶḓ β 

῭Ὰ C&C 

0x80αїᴴᾶḓ β ֵ Ὕḧᾰҭ 

ᵺפᾎὊ ḓ   

0x61(a) 
ᾠ ӡỤιᶽ₦20 ιᶈіᾰѧḾјᵃ
ῶ ῎ 

0x42(B) ֵ ᾰҭἄו 

0x43(C) ֒ᾰҭἄו 

0x44(D) ᴨᾰҭ 

0x47(G) ֳấᾰҭἄו 

0x55(U) ᴨḢἄ 

0x71(q) ὝҧἚ ᷂ εᶺѦὝҧ᷂ ι ᵻ℅Ҧ ζ 

0x73(s) ᾰҭӭ ἄו 

0x74(t) Ἒ ᾰҭ᷂  

0xa1(јᴵῘḔ ) ῭Ὰ C&C 



ặ▒ɖɖ1ѻῑɎ ´ɏ 

 

ḠᶾḾ︢ IҦѧᾢ

֨￼‾  ᵀ֫‘ι

ᴵ Ԏ‾  ֒⅝

ι Ṉῶᾦ

￼Rootkitἐⅎᵙז

Ḹ  ֺ ҝҝ

ᶈἮᾣׁ ҃ԁ

ᶴת  

 



´Ὀ σᵫѝ֒ ẫᴦַ֒ײᶴỴᾌ 



ᵫѝ֒ Ɏ֒ײַ ᵫɏ 
ÅCobalt Strike Raphael Mudge  

Å LLC the creator of  Armitage and founder of  Strategic Cyber LLC, develops Cobalt Strike 

Å RED TEAM Metaslpoit Armitage sleep IRC jIRCii  

Å  

Å Automattic  

Å RED TEAM 2012-2014  

Å Syracuse University  

Å Strategic Cyber LLC  

Ԇᴺ/ ῡῶ Ӈ ᾩ/אָ  

Strategic cyber LLC ֳḊ ᵙ Қ 2012.1- Ҟ 

◕ἝᴁṨ ֒ᶁ€ ᴋ  Ṁιҽ ᶵ  2009- Ҟ 

Cobalt strike  Қ 2011.11-2012.5 

TDI  ḠԅṪ ṷ 2010.8-2011.6 

Automattic  Ҧ Wrangler 2009.7-2010.8 

Feedback Army, After the Deadline ֳḊҚ 2008.7-2009.11 

ᶁ כֿ֒ Ḫ Ḯ Ṫ ṷ 2006.4-2008.3 

ᶁ ֒ ӡљӡỤ ֓ ḥ 2004.3-2008-3 



ᵫⱴᾃ֧ẇᴵ+ ổҥֿבѬ–ịַ֒ײ ỴᾌẼᵟᶉשẇ  

HangOver 

ӏ
ѝ

 ג

ở῞Ἃԃ 

APT 

APT 

APT 

 

A2PT 

2010.3  

Flame 

♀Ⱡ 

2009.6  

Stuxnet 

 

2007ỡ2008  

Duqu 

⅜Ύ 

2015.2  

Equation 

Ά Ẫ 

2015.5  

APT-TOCS 

2013.5  

︢ IҦ 

2015.12  

︢ IIҦ 



ỢᶊɇɇԊ҇Ợַ҄ײ Ễ 



Ӡ Ợַ⁴ײẩᵘ ₡  

Ἣ

ӥ 

ӗẔ  

ⱶ╙  

Қᵔ 

ᶋ῟∕… 

 

ἵѯצ 

ἵ  

◓Ᵽὄҽ 

 ᶏאל

 ↕ԃ ―ẩᾑ” 
Ӗẓ

 

ᶊ ᶸ ◓∫ 

ҙᵓ ṽᵺ 

ֹ 

CNE 
CNA 

ԃ 



ᶡ︠IT♩ᶪַײḽἍ 

Ґ ԑ
┼  

Ὺ ʃ Ҳ ҅ ∆ ₵Ԑᴌ ⅎ ʄ 

ᶈḠᶾ ίֹ￼ᶂԓ ‗ּזἋ ֹAPTᾢ֨￼ӕѧῶ
ᶽ⅝ӕ ҭῗᴧ ᵇԋ ҚᵔѦҚ ￼ ⁞ὯḠ
ᶾ ιᶂԓᾤẗ ‗ ӡפּ ѧ49%Ӕּז￼ῗѦҚ
ԁ ӡ Ṁ ḍ ￼ ᾫι Ҩῶᾦỵ ֫‘  



Ợᶊσᶡ︠Ӗẓ ײַ  


